
UNIVERSITY OF SOUTHERN CALIFORNIA

Senior Incident Response Analyst

Job Code: 166079

OT Eligible:

Comp Approval:

The Senior Incident Response Analyst leads the investigation, coordination, resolution, closure and 
reporting on security incidents. They are responsible for forensically analyzing end-user systems 
and servers, as well as installing, implementing, configuring and operating numerous security 
systems and incident response tools. The analyst interacts with server owners, system custodians 
and IT contacts in pursuit of incident response activities, and consults and assesses perceived 
threats. They will analyze their findings and develop fact-based reports, and resolve incidents by 
identifying root causes and solutions.

JOB SUMMARY:

JOB ACCOUNTABILITIES:

*E/M/NA % TIME

No

1/10/2018

______ Leads the investigation, coordination, resolution, closure and reporting on security 
incidents as they are escalated or identified. Performs complex incident response 
technical analysis and develops technical conclusions based on analysis of 
evidence. Reviews analysis and conclusions of other consultants, when applicable.

______

______ Forensically analyzes end-user systems and servers found to have possible 
indicators of compromise. Analyzes the artifacts collected during a security 
incident/forensic analysis.

______

______ Installs, implements, configures and operates multiple security systems and 
incident response tools in an extended enterprise environment.

______

______ Effectively configures and utilizes security detection systems, logs, monitoring 
alerts and other sources of information to identify and address security threats and 
events.

______

______ Interfaces and communicates with server owners, system custodians and IT 
contacts to pursue security incident response activities, including obtaining access 
to systems, collecting digital artifacts and containing the incident or executing other 
remediation actions.

______

______ Provides consultation and assessment on perceived security threats. Conducts 
assessments of client readiness to respond to incidents, including designing and 
delivering incident response exercises to test client incident response plans. 
Assists with the ongoing development and improvement of the enterprise incident 
response plan (IRP). Manages, improves and updates the information security 
incident response process and protocol documentation.

______

______ Analyzes findings in investigative matters and develops fact-based reports. 
Regularly provides reporting and metrics to the ITS Information Security 
organization.

______

______ Resolves security incidents by identifying root causes and solutions.______
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______ Maintains awareness and knowledge of current changes within legal, regulatory, 
and technology environments which may affect operations. Ensures senior 
management and staff are informed of any changes and updates in a timely 
manner. Establishes and maintains appropriate network of professional contacts. 
Maintains membership in appropriate professional organizations and publications. 
Attends meetings, seminars and conferences and maintains continuity of any 
required or desirable certifications, if applicable.

______

*Select E (ESSENTIAL), M (MARGINAL) or NA (NON-APPLICABLE) to denote importance of 

each job function to position.

JOB QUALIFICATIONS:

Performs other related duties as assigned or requested.  The university reserves 
the right to add or change duties at any time.

EMERGENCY RESPONSE/RECOVERY:

Essential:

In the event of an emergency, the employee holding this position is required to 
“report to duty” in accordance with the university’s Emergency Operations Plan 
and/or the employee’s department’s emergency response and/or recovery 
plans.  Familiarity with those plans and regular training to implement those 
plans is required.  During or immediately following an emergency, the employee 
will be notified to assist in the emergency response efforts, and mobilize other 
staff members if needed.

No

Yes

Skills:  Other:

Analysis

Assessment/evaluation

Communication -- written and oral skills

Customer service

Interpretation of policies/analyses/trends/etc.

Minimum Education:

Bachelor's degree

Combined experience/education as substitute for minimum education

Minimum Experience:

5 years

Minimum Field of Expertise:

Experience with security threats, vulnerabilities, intrusion techniques, malware capabilities 
and system diagnostics. Experience with electronic investigation, forensic tools and 
methodologies, including log correlation and analysis, forensically handling electronic data, 
knowledge of the computer security investigative processes, and malware identification and 
analysis. Understanding of legalities surrounding electronic discovery and analysis. 
Experience with SIEM technologies. Excellent analytics and reporting skills.

Preferred Field of Expertise:

Three years of experience as an SOC analyst, including one year as a level-three response 
analyst. Prior experience in managed or enterprise information security services, incident 
response, forensics, malware analysis, penetration testing, or network defense. CISSP, 
CISA, CISM, GSEC, CRISC, or related certification(s) preferred.
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SIGNATURES:

Employee: _____________________________________  Date:_____________________________

Supervisor: ____________________________________  Date:_____________________________

The above statements are intended to describe the general nature and level of work being 

performed.  They are not intended to be construed as an exhaustive list of all responsibilities, 

duties and skills required of personnel so classified.

The University of Southern California is an Equal Opportunity Employer

Interviewing

Planning

Problem identification and resolution

Research

Teaching/training

Supervises:  Level:

May oversee staff, students, volunteers, agencies and/or resource employees.

Comments:

Ability to work evenings, weekends and holidays as the schedule dictates.

Skills: Technology:

Configuration management

Database administration and management

Database and application security

Groupware applications

Incident/problem management

Network administration reporting

Network communications technologies

Network security access, management and testing

Network systems/data backup, storage and recovery

Server security policies and procedures, access management

Technical documentation

Technical training and instructional design

Troubleshooting


